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Parent Case ID: ‘ C-20260812-194025363UTC

ACQUISITION SUMMARY

Acquisition ID:

A-20260812-194045316UTC

Acquisition Name:

Acquisition name 01

Acquisition Type:

Web Acquisition

Acquisition Comment:

Acquisition name 01 - Description

Creation Time:

2026-08-12 19:40:45.316 UTC

Closure Time:

2026-08-12 19:45:58.223 UTC

Duration: | 00:05:12
Operator Name: | Eviquire Demo
Eviquire Version: | D5.0.6110.12

ACQUISITION PACKAGE DETAILS & HASH VALUES

The entire acquisition has been included into an archive (.zip file), saved and instantly hashed with the following

specifications

Filename:

A-20260812-194045316UTC-archive.zip

File Size (Bytes):

203640690

Creation Date UTC:

2026-08-12 19:46:01.099

MD5_128 Hash:

ccadaa79fdf4a5e47fc75f130cle9e7a

SHA2_256 Hash:

43e22037c1912bff21aca24e3b2f8e3d29e47cf96edf1972452dac9266a9d172

SHA3_256 Hash:

e4adb3575cc3f9¢c42c1462923¢c549685738d6ae227853dcf940a877a71f6aals
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ACQUISITION NETWORK ENVIRONMENT:

Public IP: | 159.26.117.19
Exit Country: | RO
Proxy IP Used: | Disabled

ACQUISITION SESSION NETWORK TRAFFIC RECORDING:

the following specifications

The network traffic of the entire acquisition session has been saved and the resulting Network PCAP File was saved with

PCAP Filename

A-20260812-194045316UTC.PCAPNG

PCAP File Size | 19939400
PCAP SHA2_256 Hash: | fcbba4e76d3a5f086b98de90725d47f570030b019fe5143ff23beabcc884f72d
TShark Version: | TShark (Wireshark) 4.4.8 (v4.4.8-0-g0d289c003bfb).

TShark SHA2_256 Hash:

243c7abf1d2454dbc9d0d1b578d40d003d9e9f7b04efcab15f0c3616578f5cd7

from the web browser profile.

In order to be able to decrypt in the future the SSL traffic contained inside the PCAP, the below SSL keys have been saved

SSL/TLS Keys File:

A-20260812-194045316UTC.PCAPNG-TLSKeys.log

SSL/TLS Folder:

/C-20260812-194025363UTC/A-20260812-194045316UTC/Artifacts-Network

SSL/TLS SHA2_256 Hash:

ae122ff4f220f25a9c818a9887bde56a321a11f3c1789c43f8d0a8422a93720a

ACQUISITION SESSION VIDEO RECORDING:

The entire acquisition session has been video recorded. The resulting Video File was saved with the following specifications

Folder: | /C-20260812-194025363UTC/A-20260812-194045316UTC
Duration: | 00:04:25
Video Logs: | A-20260812-194045316UTC-Video.log
Filename: | A-20260812-194045316UTC-Video001.mp4

File Size (Bytes):

132479270

SHA2_256 Hash:

24209f6c79aff1d7a6a60a042a1573015f5e318df921fabc742557714ec50c4c
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LIST OF EVIDENCE PART OF THIS ACQUISITION SESSION:

N.

Evidence Type

Evidence Package Filename

Integrity Hash (SHA2_256)

1

Screenshot

E-20260812-194132314UTC-archive.zip

2e8d16bf68fd7498f5635dd3097e27cb
b4fc3b812a6343ebb7de26bc8f8dfed5

Title: International Atomic Time, Time Standard - current and accurate time

URL: https://www.timeanddate.com/worldclock/fullscreen.html?n=4757

UA: Mozilla/5.0 (Windows NT 6.2; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36
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Local time in International Atomic Time
Wednesday, 12 August 2026

- 19:42:1
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2

:

Screenshot

E-20260812-194149200UTC-archive.zip

47ca8cOfffe5b3e3a4ab98b1555bd13b
de540358593abd8f467e2c5cf675bdbc

Title: public-info-self-test.eviquire.com

URL: https://public-info-self-test.eviquire.com/

UA: Mozilla/5.0 (Windows NT 6.2; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36
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